Admission of digital asset – Tether (USDT)

1. Classification and Risk Profile 

	Category
	USDT is classified as a fiat-backed stablecoin.

	Inherent Risk
	USDT is considered lower risk compared to non-backed cryptocurrencies (e.g., BTC) due to its value being pegged to the US Dollar. However, it carries counterparty and reserve transparency risks, as its stability depends on the issuer’s ability to maintain sufficient reserves.

	Control Requirement
	Because of its moderate risk profile, USDT requires both General and Additional controls. The controls include:
· E-wallet monitoring; and 
· Applying travel rules to ensure any AML/CFT/PF activities are detected immediately.



2. Admissibility Criteria Assessment 

a. Basic information:

	Current supply
	Approximately 110+ billion USDT in circulation (subject to ongoing issuance and redemption).

	Liquidity Depth
	USDT is one of the most liquid digital assets globally, with deep liquidity across major exchanges and trading pairs.

	Trading history
	All-time stability
USDT maintains a price close to USD 1.00, with minor fluctuations depending on market conditions.
As at 15 April 2026
USDT is trading at approximately USD 1.00 with daily trading volumes exceeding USD 50–80 billion.



Conclusion
USDT has extremely high transaction volume and liquidity, making it suitable for client transactions and settlements.

b. Other Information of the Tether:

· Nature of Tether:

	Centralised Stablecoin
	USDT is issued by Tether Limited and operates as a centralized digital asset backed by reserves.

	Fiat-Backed Asset
	Its value is pegged 1:1 to the US Dollar, supported by a mix of cash, cash equivalents, and other reserves.

	Blockchain-Based Token
	USDT operates on multiple blockchains (e.g., Ethereum, Tron), allowing fast and low-cost transfers.



· Purpose:

	Medium of Exchange
	Used widely for trading, payments, and transferring value across platforms.

	Stable Store of Value
	Provides stability compared to volatile cryptocurrencies.

	Liquidity Bridge
	Acts as a bridge between fiat currencies and digital assets in crypto markets.



· Protocols

	Multi-Chain Protocol
	USDT is issued on several blockchain networks, including Ethereum (ERC-20), Tron (TRC-20), and others.

	Smart Contract Framework
	Transactions are executed via smart contracts depending on the blockchain used.

	Central Issuance Mechanism
	Tether Limited controls minting and burning of USDT based on reserve inflows and outflows.




· Consensus mechanism

USDT does not have its own consensus mechanism.
It relies on the underlying blockchain networks (e.g., Ethereum uses Proof-of-Stake, Tron uses Delegated Proof-of-Stake).



Conclusion

All information on USDT does not indicate major concerns for clients, subject to proper monitoring of issuer and reserve risks.

c. Regulatory status of USDT in other jurisdictions:
Countries supporting stablecoins
Multiple jurisdictions including the United States, Singapore, Japan, and the European Union (MiCA) have implemented or are developing regulatory frameworks for stablecoins. 
 Click this website link below for more information: 
https://www.visualcapitalist.com/sp/pla02-stablecoin-regulation-globally/
Countries restricting stablecoins
Certain jurisdictions such as China have imposed a full ban on stablecoins including USDT, while others such as Russia and Turkey restrict its use for payments. In regions like the European Union and Hong Kong, regulatory frameworks may limit or restrict USDT usage unless compliance requirements are met.
 Click this website link below for more information: 
https://www.web3insights.io/2025/08/25/countries-that-ban-tether-usdt/?utm_source=chatgpt.com
Conclusion
Many developed countries are moving toward regulating stablecoins, increasing their acceptance and usability.

d. Sovereign and Sanction Risk

Due to the global and permissionless nature of Tether (USDT), the asset is exposed to sovereign risk (jurisdiction-related risk) and sanction risk (interaction with restricted entities or countries). Unlike decentralised assets, USDT introduces additional exposure through its centralised issuer structure and widespread usage across multiple jurisdictions.
To mitigate these risks, two primary types of screening are required:
1. Issuer and Reserve Screening (Entity-Level Risk)
2. Transaction and Wallet Screening (Blockchain-Level Risk)





1. Issuer and Reserve Screening (Entity-Level Risk)

This screening focuses on the issuer of USDT, Tether Limited, and its associated reserve structure.

Key Risk Considerations:

· Jurisdictional Exposure
Tether Limited operates across multiple jurisdictions, which may be subject to varying regulatory standards or geopolitical risks. 

· Sanction Compliance
The issuer must comply with international sanctions regimes (e.g., OFAC, UN, EU). Any failure or delay in enforcement may expose counterparties to sanctioned entities. 

· Reserve Asset Location and Quality
USDT is backed by reserves (cash, cash equivalents, and other assets). Exposure to financial institutions or instruments in high-risk or sanctioned jurisdictions may increase sovereign risk. 

· Centralised Control Risk
Tether has the authority to freeze or blacklist wallet addresses, which is a mitigating control but also introduces dependency on the issuer’s governance and responsiveness. 

Control Measures:
· Perform periodic due diligence on Tether Limited (including public attestations and disclosures) 
· Monitor regulatory developments affecting the issuer 
· Assess transparency and quality of reserve reporting


2. Transaction and Wallet Screening (Blockchain-Level Risk)

This screening focuses on on-chain activity, ensuring that USDT transactions do not involve sanctioned individuals, entities, or jurisdictions.

Key Risk Considerations:

· Exposure to Sanctioned Addresses
USDT is widely used globally and may pass through wallets linked to sanctioned entities (e.g., darknet markets, terrorist financing, or sanctioned jurisdictions). 

· High-Risk Jurisdictions
Transactions involving wallets associated with countries under comprehensive sanctions (e.g., Iran, North Korea) present elevated risk. 

· Layering and Obfuscation Techniques
Despite blockchain transparency, illicit actors may use mixers, multiple wallets, or cross-chain transfers to obscure fund origins. 

· High Transaction Velocity
USDT’s high liquidity and speed make it attractive for rapid fund movement, increasing AML/CFT monitoring complexity. 


Control Measures:
· Implement blockchain analytics tools (e.g., Chainalysis, TRM Labs) for real-time wallet screening 
· Apply Travel Rule compliance to identify originator and beneficiary 
· Conduct enhanced due diligence (EDD) for high-risk transactions 
· Set alerts for unusual transaction patterns or exposure to flagged wallets

Conclusion

The sovereign and sanction risk associated with USDT arises from both:

· Its centralised issuer and reserve dependencies, and 
· Its extensive usage across global blockchain networks 

While these risks are inherent, they can be effectively mitigated through robust issuer due diligence and comprehensive transaction monitoring frameworks.


e. Market risk of USDT

USDT (Tether) market risks include potential de-pegging from the U.S. dollar during extreme volatility, reliance on reserves that may face liquidity shortages, and significant regulatory scrutiny over its transparency and reserve management. While primarily backed by US Treasuries, its centralization and lack of independent audits create systemic risk for users.

Key Market Risks for USDT:

· De-pegging Risk: In periods of extreme market turbulence, USDT can lose its 1:1 peg to the US dollar due to panic selling and liquidity constraints.

· Liquidity/Run Risk: If a large number of investors rush to redeem USDT for cash simultaneously, Tether might face challenges in immediately liquidating its reserves, causing significant market stress.

· Transparency and Reserve Risks: Despite improvements, ongoing criticism regarding the transparency of Tether’s reserve assets and the quality of assets (like commercial paper) could cause confidence crises.

· Regulatory Risk: BIS and other regulators have highlighted USDT as a potential source of "digital dollarization" and regulatory arbitrage, posing risks of severe crackdowns or legal changes restricting its use.

· Centralization Risk: As a centrally managed entity, USDT faces corporate governance risks where actions taken by Tether Ltd. (or regulatory actions against them) can abruptly affect the market value and liquidity.

· Counterparty Risk: While decreasing, reserves can be exposed to credit risks from the custodians and banks holding the backing assets.
Despite these risks, USDT remains highly liquid and has maintained its peg during major market crashes, including the 2022 Terra/LUNA collapse.

Conclusion

USDT has lower market volatility but introduces issuer and regulatory risks.

f. Adequacy and suitability of the technology associated with USDT

The technological infrastructure supporting Tether (USDT) is considered mature, scalable, and widely adopted, leveraging multiple established blockchain networks. However, its adequacy and suitability must be assessed across several dimensions, including reliability, scalability, security, and operational dependency on centralised components.

f.1 Technological Maturity

USDT operates on well-established blockchain networks such as:
· Ethereum (ERC-20) 
· Tron (TRC-20) 
· Other supported chains (e.g., Solana, BNB Chain) 

These networks have been tested over time with high transaction volumes and have demonstrated operational resilience and reliability.

Assessment:
The use of multiple mature blockchain infrastructures enhances system robustness and reduces dependency on a single network.

f.2 Scalability and Performance

USDT benefits from a multi-chain deployment, allowing users to select networks based on:
· Transaction speed 
· Cost efficiency 
· Network congestion 
For example:
a. Tron offers high throughput and low fees 
b. Ethereum provides strong security and ecosystem integration 

Assessment:
This multi-chain approach significantly improves scalability and ensures USDT can handle high transaction volumes globally, making it suitable for institutional and retail use.

f.3 Security Model

The security of USDT is dependent on two layers:

a) Underlying Blockchain Security
· Secured by the consensus mechanisms of host blockchains (e.g., Proof-of-Stake, Delegated Proof-of-Stake) 
· Protected by decentralised validators and cryptographic protocols 

b) Smart Contract Integrity
· USDT transactions are executed via smart contracts 
· Vulnerabilities in contract code or blockchain infrastructure may pose risks 

Assessment:
While the blockchain layer is generally secure, risks remain in smart contract vulnerabilities and network-specific exploits.

f.4 Centralised Issuance and Control

Unlike decentralised cryptocurrencies, USDT is issued and managed by Tether Limited, which controls:
· Minting and burning of tokens 
· Reserve management 
· Blacklisting/freezing of wallet addresses 

Assessment:
This centralised control introduces:
· Operational dependency risk (reliance on issuer integrity and systems) 
· Governance risk (decision-making concentrated in a single entity) 

However, it also enables risk mitigation measures, such as freezing suspicious or sanctioned accounts.




f5. Interoperability and Ecosystem Integration

USDT is one of the most widely integrated stablecoins across:
· Centralised exchanges 
· Decentralised finance (DeFi) platforms 
· Payment systems and wallets 

Assessment: High interoperability enhances usability and adoption, making USDT a key liquidity instrument in the digital asset ecosystem.

f6. Operational and Cybersecurity Risks

Despite its maturity, USDT faces several risks:

	Cybersecurity Threats
	Exchanges and wallets holding USDT may be targeted by hacks or exploits

	Network Congestion
	Certain blockchains (e.g., Ethereum) may experience delays or high fees during peak periods

	Cross-Chain Risks
	Certain blockchains (e.g., Ethereum) may experience delays or high fees during peak periods

	Issuer System Risk
	Any disruption to Tether Limited’s operational systems could impact issuance/redemption processes



Assessment: These risks require strong operational controls and continuous monitoring.


g. Mitigation AMLCFT risks associated with the USDT

Given the high liquidity, global accessibility, and fast transferability of Tether (USDT), it is particularly susceptible to money laundering, terrorist financing, and proliferation financing (AML/CFT/PF) risks. Therefore, a robust control framework is required to effectively mitigate these risks. (Diagram A below for reference purposes.)














Diagram A:Mitigation AMLCFT risks associated with the USDT




 

Travel Rule Compliance



Customer Due Diligence (CDD) and Enhanced Due Diligence (EDD)





Blockchain Transaction Monitoring



Sanctions Screening and Compliance



Ongoing Monitoring and Suspicious Transaction Reporting (STR)




Wallet and Counterparty Risk Assessment Reporting (STR)



Independent AML/CFT Audit



Staff Training and Awareness





g1. Travel Rule Compliance

The Company shall implement procedures in line with the Financial Action Task Force (FATF) Travel Rule requirements.

Key Measures:
· Collect and verify originator and beneficiary information for all USDT transfers 
· Ensure data transmission between Virtual Asset Service Providers (VASPs) 
· Apply thresholds in accordance with regulatory requirements 

Risk Mitigation Impact:
Enhances transparency and prevents anonymous transfers, reducing the risk of illicit fund movement.

g2. Customer Due Diligence (CDD) and Enhanced Due Diligence (EDD)

A risk-based approach shall be adopted to assess all clients engaging in USDT transactions.

Key Measures:
· Perform Know-Your-Customer (KYC) verification prior to onboarding 
· Identify beneficial ownership for corporate clients 
· Apply EDD for high-risk clients, including: 
· Politically Exposed Persons (PEPs) 
· Clients from high-risk jurisdictions 
· High-volume or unusual transaction profiles 

Risk Mitigation Impact: 
Ensures the legitimacy of clients and reduces exposure to high-risk individuals or entities.


g3. Blockchain Transaction Monitoring

The Company shall implement real-time monitoring tools to analyse USDT transactions on public blockchains.

Key Measures:
· Screen wallet addresses against sanction lists (e.g., OFAC, UN) 
· Detect exposure to: 
· Darknet marketplaces 
· Illicit services (e.g., ransomware, fraud schemes) 
· Monitor transaction patterns for suspicious behavior 

Risk Mitigation Impact:
Improves detection of illicit fund flows and enables proactive intervention.


g4. Sanctions Screening and Compliance

All USDT-related transactions must be screened against international sanctions frameworks.

Key Measures:
· Conduct screening against lists maintained by: 
· Office of Foreign Assets Control (OFAC) 
· United Nations (UN) sanctions lists 
· European Union (EU) sanctions lists 

· Block or freeze transactions involving sanctioned entities or jurisdictions 
· Monitor indirect exposure through intermediary wallets 
Risk Mitigation Impact:
Prevents dealings with sanctioned parties and reduces legal and reputational risks.

g5. Ongoing Monitoring and Suspicious Transaction Reporting (STR)

Continuous monitoring of client activity is required throughout the business relationship.

Key Measures:
· Establish automated alerts for: 
· Large or unusual USDT transfers 
· Rapid movement of funds (layering) 

· Investigate flagged transactions promptly 
· File Suspicious Transaction Reports (STRs) to relevant authorities when necessary 

Risk Mitigation Impact:
Enables early detection and reporting of suspicious activities, ensuring regulatory compliance.


g6. Wallet and Counterparty Risk Assessment

The Company shall assess risks associated with external wallets and counterparties.

Key Measures:
· Categorise wallets as low, medium, or high risk 
· Restrict or prohibit transactions with: 
· Unhosted wallets (where required by regulation) 
· High-risk or blacklisted addresses 

· Apply limits on transaction size or frequency 

Risk Mitigation Impact:
Reduces exposure to unknown or high-risk counterparties.

g7. Independent AML/CFT Audit

The AML/CFT framework shall be subject to periodic independent review.

Key Measures:
· Conduct annual AML/CFT audits 
· Review effectiveness of controls and monitoring systems 
· Address gaps and implement corrective actions 

Risk Mitigation Impact:
Ensures continuous improvement and regulatory compliance.

g8. Staff Training and Awareness

Ongoing training programs shall be provided to relevant personnel.

Key Measures:
· Train staff on: 
· AML/CFT regulations 
· Red flags in USDT transactions 
· Sanctions compliance procedures 

· Update training regularly to reflect regulatory changes 

Risk Mitigation Impact:
Enhances internal capability to detect and respond to financial crime risks.

Conclusion

While USDT presents elevated AML/CFT risks due to its speed, liquidity, and global usage, these risks can be effectively mitigated through:
· Strong customer due diligence 
· Advanced transaction monitoring systems 
· Strict sanctions compliance 
· Ongoing audit and governance controls 

With these measures in place, the Company is able to manage and mitigate AML/CFT risks associated with USDT effectively.

h. Traceability of USDT

USDT transactions are recorded on public blockchains, allowing traceability of funds through blockchain analytics tools.

Conclusion

USDT is traceable depending on the blockchain used, enhancing transparency.

Overall Conclusion

Tether (USDT) meets the admission criteria and is suitable to be transacted by the Company, provided all control measures are properly implemented and monitored.

